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About the Company

Barracuda Networks provides cloud-connected security and storage solutions that simplify IT. These
powerful, easy-to-use, and affordable solutions are trusted by more than 150,000 organizations
worldwide. Barracuda’s expansive product portfolio delivers protection against threats targeting
email, web, and network intrusions, as well as products that improve application delivery, network
access, message archiving, backup, and data protection, on-premises or in the cloud.

Barracuda’s high-value, subscription-based IT solutions provide end-to-end network and data security that
helps customers address security threats, improve network performance, and protect and store their data.

Barracuda’s international headquarters are in the heart of northern California’s Silicon Valley.
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About the Barracuda CloudGen Firewall a

The first Cloud-Generation Firewall

More and more companies all over the world adopt Barracuda CloudGen Firewalls are the first to

and integrate public cloud offerings into their network. combine full next-generation security with the

But “before you can work in the cloud, you have to connectivity optimization and cost savings potentials
get to cloud”has never been more true than today. of a full SD-WAN solution onto one single easy to

manage hardware, virtual or cloud based appliance.
Barracuda CloudGen Firewalls improve site-to-site
connectivity and enable uninterrupted access to
applications hosted in the cloud all while simplifying
the administration of network operations for
enterprises and managed services providers.

Shifting workloads to cloud based services, regardless
if Software as a Service (5aa$), Platform as a Service
(PaaS) or Infrastructure as a service (laaS) exposed a
different set of requirements WAN Edge and network
security devices today need to address: Optimizing

connectivity for business critical applications, enforcing
higher security levels than ever and reducing cost Barracuda CloudGen Firewalls achieve this by tightly
by moving away from expensive MPLS lines. integrating a comprehensive set of next-generation

firewall technologies, including Layer 7 application
profiling, intrusion prevention, web filtering, advanced
threat and malware protection, spam protection, and
network access control. Yet on top of these cutting-
edge next-generation firewall capabilities, Barracuda

Because traditional WAN edge and security products
did not adapt to these new challenges, a new set of

solutions enabling cost efficient connectivity across
the cloud-enabled WAN has emerged: SD-WAN.

However, SD-WAN typically does not address CloudGen Firewall’s highly resilient VPN technology
security-related aspects. It is considered more like a combined with intelligent traffic management and
connectivity solution that works besides the security WAN Compression capabilities allow customers to save
solution - at best. Just like different species. ine costs and increase overall network availability.

All pieces of the solution are centrally manageble across
all platforms and release versions, reducing ongoing
administrative overhead and ensuring policy compliance
and enforcement across the wide area network.
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About Barracuda CloudGen Firewall 5

Consolidated Security without Compromise: All Barracuda CloudGen Firewalls provide
comprehensive next-generation firewalling including Application Control and User Awareness,
full Mail & Web Security Gateway functionality, Malware Protection, Botnet and Spyware detection,
TypoSquatting & Link Protection, Sandboxing (Advanced Threat Protection), URL Filter, and file type
policy enforcement. All this combined with unbeatable Network Security and packed into a single,
powerful appliance. The tight integration of web security and network security features enables
advanced functionalities, such as prioritizing certain application traffic based on user/group info
and time information, and allowing certain applications to go out via predefined uplinks only.

Cloud Ready: The ongoing shift of [T workloads to cloud services in order to increase

flexibility and reduce costs requires a reliable, cost-effective extension of the company WAN

to the cloud. This applies to headquarters as well as direct Internet breakouts at every branch
location. Barracuda CloudGen Firewall models come fully featured for all common cloud laaS
providers, as virtual appliances, and in a variety of hardware appliances for even small offices. Hybrid
WAN and cloud-only networks can thereby also benefit from the Barracuda CloudGen Firewall.

Secure SD-WAN Capabilities: Significantly increase uplink and WAN network reliability

and performance by using and aggregating up to 24 active, load-sharing connections

of any type (broadband, 4G, MPLS between locations). WAN optimization functionality
including data deduplication and caching, traffic compression and application acceleration
increase available bandwidth far beyond the sum of all available physical uplinks combined.

Dynamic, on-the-fly adjustments of QoS and application usage policies depending on dynamic
bandwidth measurement make sure there will always be enough bandwidth for business-critical
applications. And with Zero Touch Deployment even the largest rollouts are easy to execute.

Unified Remote Access: Access to applications - regardless if hosted in
the cloud or on premises - is commonly expected not only from within the
company network but from any remote location or mobile device.

Barracuda CloudGen Firewalls include zero-touch for remote access, unified remote-access
clients for macQOS, Windows, iOS, and Android devices to make sure employees enjoy fast and
reliable access to corporate applications from inside the network — and anywhere else, too.

Once Only Central Management: The entire Barracuda CloudGen Firewall infrastructure,
regardless if only a few devices or a couple thousand distributed across thousands of
locations and multiple deployment types, can be deployed, managed and monitored
from a single pane of glass through the Barracuda Firewall Control Center. Managing
several hundreds of firewalls requires the same effort as managing one firewall.

Unparalleled Cost Savings: Barracuda CloudGen Firewalls consolidate security, SD-WAN, link

balancing, and WAN compression disciplines into a single appliance that provides significant

cost savings due to the reduction or elimination of expensive leased lines and consolidation of
security devices. Even for small rollouts of only a few devices, customers achieve a return of investment
after just a few months, while thousands of dollars can be saved over the course of the next few years.

How much can you save on MPLS line costs with Barracuda CloudGen Firewalls?

Visit and find out!



https://savings.barracuda.com/
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Next Generation Firewall Functionality: Application and User Identity Awareness

Full Application Awareness

Mobile devices, online applications, social networks, and
streaming media have caused an enormous increase in
non-business network data traffic, pushing bandwidth
capacities to their limits and causing degradation

in performance of business-critical applications.

Application Control built into every Barracuda CloudGen
Firewall allows admins to accurately identify and control
thousands of protocols and applications (like software
updates, BitTorrent, Skype, instant messaging etc.)
crossing the network and not visible with regular port-
based firewalls. The Barracuda CloudGen Firewall gives
administrators granular control over applications. They
can define rules for forwarding application traffic using
the most suitable uplink based on type of application,
user, content, time of day, and even geographical
location. Unsanctioned applications can be reliably
blocked or bandwidth throttled to an acceptable level.

Deep Application Context

Deep application context analysis enables deeper
inspection of the application data stream by continually
evaluating the actual intentions of applications and

the respective users. For example, if a user attempts to
use an application like “hidemyass” to bypass traditional
web filtering, Barracuda CloudGen Firewalls cannot
only block the application itself, but also report the
website the user originally attempted to connect to.

For more details, please click here...

Custom Application Definitions

On top of thousands of applications that are delivered
out of the box and constantly updated, Barracuda
CloudGen Firewalls provide an easy way to create user-
defined application definitions. For example, admins
can allow just a very limited set of Facebook apps
while blocking all others, or assign more bandwidth

to homegrown or legacy business systems.

For more details, please click here...

Application-Based Routing

A unigque combination of next-generation security and
adaptive WAN routing technology allows Barracuda
CloudGen Firewalls to dynamically assign available
bandwidth, uplink, and routing information based

not only on protocol, user, location, and content, but
also on applications, application categories, and even
web content categories. This keeps expensive, highly
available lines free for business- and mission-critical
applications, while significantly reducing response
times and freeing up additional bandwidth.

For more details, please click here...
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Real-Time Application Reporting and Manipulation

For on-the-fly reporting and drill-down capabilities,
Barracuda CloudGen Firewalls come with real-time

and historical application visibility that show live and
recent application traffic on the corporate network

that can be interactively filtered and drilled down. This
helps admins to decide which application connections
should be given bandwidth prioritization and who

s currently violating acceptable use policies.
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Application Risk and Usage Report

The Application Usage and Risk Report is one of many
predefined reports in the free Barracuda Firewall Report
Creator tool that provides automated reports and

risk analysis based on the network traffic traversing

the network. It gives an overview of how effective

the currently deployed policies are in detecting and
enforcing corporate application usage policies and
even provides recommendations of what actions
should be taken to improve these policies.

Barracuda CloudGen Firewalls can easily be deployed
risk free into existing networks to collect data required
for generating such reports by using either a Layer 2

network bridge or SPAN Port / Port Mirroring deployment.

No matter what method is used, collecting the traffic
has no impact on the firewall performance at all.

Creating reports can be started manually (on-demand)
or scheduled (including automated email distribution).
And - of course - reports are fully customizable to
comply with possible branding requirements.

Full User Identity Awareness

Barracuda CloudGen Firewalls combine application
control with seamless support for all commonly used

authentication schemes such as Active Directory, RADIUS,

and LDAP/S. That means reporting can be done based
on user and group membership (instead of source IP
addresses), and firewall and application policy rules
can easily be created for individual users and groups

Page

Application Usage and Risk Report

Top Application Traffic traversing the Network

The Barracuda MG Firewall provides powerful and extremely reliable detection and classification of applications and
sub-applications by combining Deep Packet Inspection (DPI1) and behavioral fraffic analysis - no matter if the protocols
are using advanced obfuscation, port hopping techniques or encryption. The Bamacuda NG Firewall comes with real-time
and historical application vizibility that shows application traffic on the corporate network. Thig provides a basis for
deciding which connections should be given bandwidth prioritization, which is crucial for QoS optimization of
business-critical applications. Furthermore, it allows for adjusting and refining the corporate application usze policy.

Barracuda Networks provides a nisk rating for any identified application and protocol crossing the network. Based in the
conducted traffic analysis the overall risk rating is as follows:

Mister ¥ Application Traffic Risk Rating:

1.1

The following chart provides an overview of the top applications based on bandwidth consumption that are fraversing the
network of Mister ¥

# APPLICATIONS RISK  TRAFFIC SESSIONS
1 Q Web browsing 0 10.9 GB 1232613
2 =- Micrasoft Update o 4.7 GB 4602
3 ), Google Play Base é 495.1 MB 1511
4 5 Google Services Base 9 194 7 MB 3633
5 [ Amazon Webservices ﬂ 180.7 MB 108
6 @ [Tunes 2] 179.4 MB 81
7 @ Apple Update &b 173.3 MB 3
8 (£, Avira AV Update ﬂ 134 3 MB 260
9 ] Facebook Base & 78.9 MB 1016

10 I3 Bing Search &b 33.1 MB 500

11 | Google Safe Browsing o 29.2 MB 228

12 4f Ubuntu Update o 27.0 MB 15

13 (%) Google Update 0 18.1 MB 11

14 r Microsoft Account 0 13.8 MB 63T

15 g§ iCloud Base £ 12.2 MB 413

16 4§ MSN General 3 9.5 MB 4512

17 & OneDrive 9 8.7 MB 209

18 Jou voutube Watch Video @ 7.6 MB 10

19 ® » Qoyala @ 6.6 MB 21

20 {5 Google AdSense @ 5.3 MB 152
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Web Security Gateway

Advanced Threat Protection

Barracuda's Advanced Threat Protection (ATP) uses next-
generation sandbox technology including full-system
emulation to catch advanced persistent threats, zero-
day malware, and all advanced malware designed
specifically to evade detection. Advanced Threat
Protection on Barracuda CloudGen Firewalls ensures
flexible and simple deployment into existing networks
because no additional hardware is required. Resource-
intensive sandboxing is offloaded to the Barracuda
Advanced Threat Protection Cloud with its multiple
datacenters in the Americas, mainland Europe, and the
UK. A hash fingerprint of each file and the good/bad
classification of all sandboxed files are stored and cached
for future use, effectively speeding up processing and
guaranteeing near instantaneous results. Over 95% of
all files checked by the ATP service have typically been
seen before and only very few files need processing.

Since the Barracuda Advanced Threat Protection
cloud database cache is continuously updated

by tens of thousands of Barracuda CloudGen
Firewalls, Email Security Gateways, Web Security
Gateways and Barracuda Essentials, the Barracuda
ATP service provides a true worldwide early
detection grid for newly emerging malware.

With Advanced Threat Protection on Barracuda
CloudGen Firewalls, the firewall administrator has full
policy control over how PDF documents, Microsoft
Office Files, EXEs/MSIs/DLLs, Android APKs, compressed
files, and archives are emulated and delivered to the
client. Based on identified malware activity, infected
users can be automatically quarantined, thereby
preventing the malware from spreading within the
network. Customizable, on-demand analysis reports

for any emulated file provide full insight and details on
malicious activities, file behavior, system-registry entries,
and evasion and obfuscation technigues. This also
enables network activities such as establishing encrypted
connections to botnet command and control centers for

increased security posture to evade scaled botnet attacks.
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Botnet and Spyware Protection

In combination with the Advanced Threat Protection
cloud database, all Barracuda CloudGen Firewalls
provide protection against botnet infections and
detect potentially infected clients based on DNS
requests. Once an infected client is detected, it can be
isolated automatically, and an alert can be created or
reported with the Barracuda Firewall Report Creator.

TypoSquatting & Link Protection for Email

This important feature of ATP adds protection for two
rising threats: uncovering misleading and misspelled links.

The link protection component automatically
rewrites deceptive URLs in email messages

to a Barracuda-validated URL and informs the
requesting user on this change via a warning page
displaying all the details about the blocked URL.

TypoSquatting is a common trick to fool users
into clicking on a link to a known source although
the link is misspelled (e.g., examlpe.com), comes
with a different top-level domain (e.g., example.
org), or contains special characters (e.q., greek
character rho for“p” - example.com), etc.

ADVANCED THREAT
PROTECTION
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Web Filtering

Web filtering on Barracuda CloudGen Firewalls is
included with the Energize Updates subscription

and enables highly granular, real-time visibility into
online activity, broken down by individual users and
applications, thereby letting administrators create and
enforce effective Internet content and access policies.

Web filter functionality with Barracuda CloudGen
Firewalls protects user productivity, blocks malware
downloads and other web-based threats, enables
compliance by blocking access to inappropriate
websites and servers, and provides an additional
layer of security alongside application control.

For more details, please click here...

Safe Search Enforcement

Many search engines have a safe search setting that filters
out adult search results such as inappropriate images

and videos in search query return traffic. On Barracuda
CloudGen Firewalls customers can easily activate Safe
Search Enforcement so that the firewall will enforce safe
search settings for all common search providers such

as Google, Yahoo, and Bing, and even within YouTube.
Search engines not supported can easily be blocked.

This functionality is even effective within SSL-encrypted
search engines like google.com if SSL Inspection (included
with all Barracuda CloudGen Firewalls) is activated.

Google Apps Accounts Enforcement

INn some cases, users with their own Google Apps account
may be able to circumvent Safe Search enforcement
settings by logging in from their workstation with

their own Google Apps account. To prevent this, all
Barracuda CloudGen Firewalls enforce and limit Google
Apps Accounts logins only for a list of predefined

Apps accounts easily created the administrator.

Mail Security Gateway

Mail is still one of the most common ways of spreading
malware. Barracuda CloudGen Firewalls include

all necessary means to prevent incoming email to

the corporate mail server from being infected.

Page

Barracuda CloudGen Firewall mail security includes
malware scanning, Advanced Threat Protection,
and basic spam filtering via DNS blacklisting of
known mail senders and malware domains.

For more details, please click here...

Malware Protection

The optional Malware Protection shields the internal
network from malicious content by scanning web
content (HTTP and HTTPs), email (SMTP, POP3), and file
transfers (FTP) via two fully integrated antivirus engines.
Malware protection is based on regular signature
updates as well as heuristics to detect malware or other
potentially unwanted programs even before signatures
are available. The malware protection covers viruses,
worms, Trojans, malicious Java applets, and programs
using known exploits on PDF, pictures and office
documents, macro viruses, and many more, even when
using stealth or morphing techniques for obfuscation.

For more details, please click here...

ile Content Enforcement

Barracuda CloudGen Firewall includes true file type
detection and enforcement capabilities based not only
on extension and MIME type, but also on sophisticated
true file type detection algorithms. Bypassing executable
files by renaming or compressing is detected and
blocked. Besides blocking / allowing connections, the
Barracuda CloudGen Firewall also lets admins change
download priorities . For example, it an ISO image
started downloading with normal web traffic priority,
the admin can increase or decrease the assigned
bandwidth for the download, even though the user
started downloading via a regular web- browsing session.

File Content Policy \ + Qo5
< ogooo ]
EE 6\ DOC
\ [X] ’
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Network Security

Intrusion Detection and Prevention

Every Barracuda CloudGen Firewall includes a built-

in Intrusion Detection and Prevention System (IDS/
IPS) that provides complete and comprehensive real-
time network protection against a broad range of
network threats, vulnerabilities, exploits, and exposures
in operating systems, applications, and databases,
thereby preventing network attacks such as:

- SQL injections and arbitrary code executions

. Access control attempts and privilege escalations

. Cross-site scripting and buffer overflows

» DoS and DDoS attacks

- Directory traversal and probing and scanning attempts
- Backdoor attacks, Trojans, rootkits,

viruses, worms, and spyware

By providing advanced attack and threat protection
features such as stream segmentation and packet
anomaly protection, TCP split handshake protection, IP
and RPC defragmentation, FTP evasion protection, as
well as URL and HTML decoding, Barracuda CloudGen
Firewalls can identity and block advanced evasion
attempts and obfuscation techniques that are used by
attackers to circumvent and trick traditional intrusion
prevention systems.

As part of Barracuda’s
Energize Updates
subscription automatic
IPS signature updates
are delivered on a
regular schedule or on
an emergency basis to
ensure that Barracuda
CloudGen Firewalls are
constantly up-to-date.

~

Barracuda
Energize Updates

Advanced persistent threats,
Advanced malware & zero-day exploits

Malware (AV / IPS)

Geo IP Control

For more details,
please click here...

DoS / DDoS

DoS/DDoS Attack protection

Cvery Barracuda CloudGen Firewall comes with a
nost of built-in network protection functionalities
peyond firewalling and IPS to protect networks and
resources against malicious over-exhaustion.

TCP SYN flooding attacks are automatically
prevented by predefined connection attempt
imits that are configurable separately for
outbound and inbound accept policies.

To further guard against regular DoS/DDoS attacks, the
maximum number of new sessions and the allowed
total number of sessions from a single source can be
specified. This protects against resource exhaustion

of your firewalls as well as the servers and networks
behind them. These settings are configurable on a per-
rule basis, thereby ensuring that protected servers with
higher loads like web servers may be fully utilized.

~

Barracuda
Advanced Threat Protection

~

Web Filtering
(cloud or on-box)

Advanced persistent threats,
Advanced malware & zero-day exploits

Botnet &Spyware
connections

————————————————————————

1 Malware (AV)

.| Malware Protection @ .
N\ Ji Web Filtering

IPS /DS @ :

Barracuda CloudGen Firewall
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The exponential growth in cloud computing offerings
has driven more and more organizations to consider
adopting a hybrid network WAN with new workloads
being deployed predominantly to the cloud. Potential
cost savings and the ability to scale up and down

are attractive cloud propositions, but the real reason
companies move to the cloud is the ability to push
products to the market much more quickly.

To fully experience cloud computing benefits, Barracuda
CloudGen Firewalls help organizations apply the

same levels of security and connectivity as if the new
network were in the local, on-premises datacenter.

Secure Connectivity to the Cloud

Barracuda CloudGen Firewalls are designed from the
ground up to enable access to cloud applications

by utilizing a unique combination of link bonding,
dynamic application prioritization, application-based
uplink selection and WAN Optimization techniques to
improve the WAN network performance to the cloud,
regardless of office type or remote mobile locations.

Flexible Licensing and Consumption Models

To be able to benefit of the elasticity of a cloud
deployment, the licensing aspect has to taken into
consideration as well. Barracuda CloudGen Firewall
provides regular Bring-Your-Own-License (BYOL) and
highly flexible Pay-As-You-Go (PAYG) licensing based on
either hourly- or volume-based (metered) consumption.

Deploying Multi-Tier Architectures

Segmenting cloud networks into multiple tiers provides
security, visibility, and compliance for on-premises
applications. Additionally, this can be leveraged

when the applications are deployed in public cloud
environments through Barracuda CloudGen Firewalls.
Barracuda CloudGen Firewall secures, restricts, and
monitors the communications between these tiers,

and limits the potential damage to an organization in
the event of an attack. By filling the functional gaps
between cloud infrastructure security and a defense-
in-depth strateqgy, the Barracuda CloudGen Firewall
provides protection between the application and data
layers, rather than solely where the cloud network starts.
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This architecture provides:

- Comprehensive security enforcement inside the cloud

. Threat detection and traffic monitoring
between cloud application components

. Secure integration with on-premises resources

- Restricted and encrypted role-based administrative
access to application infrastructure

- A mix of cloud hosted network tiers and on-premises
tiers if required by compliance regulations

-nhancing ExpressRoute and
Direct Connect Security

Azure ExpressRoute and AWS Direct Connect allows
organizations to establish high-performance private
connections between Azure datacenters and on-
premises infrastructure and provides low latencies,
failure-resilient connectivity and consistent predictable
performance. The Barracuda CloudGen Firewall
enhances ExpressRoute security and boosts reliability
and performance of Azure session connections:

] Office 365

= lV_lQ (] Office 365

Lo X v v v v
VI:]& AzUre use = use  use use

ExpressRoute ISPY ISPX ISPX ISPYorZ
®8 /IDLD A\(/)vrs
Direct Connect
\ﬁf ——1 ﬁ
- |5

Security
- Encrypt traffic across ExpressRoute and Direct Connect
. Check traffic for network threats and malware
. Prevent unwanted traffic from
entering or leaving the cloud

Reliability & Performance

- Provide transparent fallback to Internet VPN in case of
MPLS uplink failure while preserving all running sessions

- Bond ExpressRoute/Direct Connect with up to 24
Internet uplinks using Barracuda TINA VPN technology
for significantly enhanced cloud connection

Intelligence

- Log all traffic for troubleshooting
and reporting purposes

- Enforce priorities for protocols and
applications utilizing ExpressRoute

- Enforce security policies based on user identity



Supported Public Cloud Offerings and Available Deployment Sizes

Microsoft

A AZU re Azure

Certified

Cloud Enablement

For more details on Microsoft Azure and Barracuda CloudGen Firewall,
please visit barracuda.com/programs/azure.
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Microsoft Azure

Capabilities BYOLLevel1 BYOLLevel2 BYOLLevel4 BYOLLevel6 BYOLLevel8

Virtual Cores 1 1 2 4 8 does not apply
Protected IP addresses 10 unlimited unlimited unlimited unlimited unlimited
Available consumption models Bring-Your-Own-Licence (BYOL) Pay-/(-:?;‘\::ig:egp)AYG)
Available subscriptions

Advanced Threat Protection Optional Optional Optional Optional Optional

Malware Protection Optional Optional Optional Optional Optional

Advanced Threat and Malware Protection Bundle Optional Optional Optional Optional Optional

Advanced Remote Access Optional Optional Optional Optional Optional

Premium Support Optional Optional Optional Optional Optional

aws partner

N = network
aW S Advanced
‘7 Technology
\./ Partner

aws ./ competency

For more details on Amazon Web Services and Barracuda CloudGen Firewall,
please visit barracuda.com/programs/aws.

Amazon Web Services

Capabilities BYOL Level1 BYOLLevel2 BYOLLevel4 BYOLLevel6 BYOLLevel8

Virtual Cores 1 1 2 4 8 does not apply
Protected IP addresses 10 unlimited unlimited unlimited unlimited unlimited
Available consumption models Bring-Your-Own-Licence (BYOL) (ti;ZYin-zgi-fvzl(zﬁe?ric)
Available subscriptions

Advanced Threat Protection Optional Optional Optional Optional Optional

Malware Protection Optional Optional Optional Optional Optional

Advanced Threat and Malware Protection Bundle Optional Optional Optional Optional Optional

Advanced Remote Access Optional Optional Optional Optional Optional

Premium Support Optional Optional Optional Optional Optional

For more details on Google Cloud and Barracuda CloudGen Firewall,
please visit barracuda.com/programs/googlecloud.

Google Cloud

Partner
Capabilities BYOL Level1 BYOLLevel2 BYOLLevel4 BYOLLevel6 BYOLLevel8 PAYG
Virtual Cores 1 1 2 4 8 does not apply
Protected IP addresses 10 unlimited unlimited unlimited unlimited unlimited

Pay-As-You-Go (PAYG)

Available consumption models

Available subscriptions

Bring-Your-Own-Licence (BYOL)

Advanced Threat Protection Optional Optional Optional Optional Optional
Malware Protection Optional Optional Optional Optional Optional
Advanced Threat and Malware Protection Bundle Optional Optional Optional Optional Optional
Advanced Remote Access Optional Optional Optional Optional Optional
Premium Support Optional Optional Optional Optional Optional

(time-based)


http://barracuda.com/programs/azure
http://barracuda.com/programs/aws
https://www.barracuda.com/googlecloud
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With the increasing adoption of virtualization, software-
defined networks (a.k.a. SD-WAN) and cloud-native
applications in today’s business environment, the role of
the firewall has evolved from a gateway-based, security-
only device to a set of distributed solutions that make
sure the WAN network is available any time for any

type of endpoint. Regardless if the WAN endpoint is a
headquarters, a remote office, a network in the laa$S cloud,
or a mobile endpoint, Barracuda CloudGen Firewalls are
expected to enable impeccable WAN performance.

Barracuda CloudGen Firewall units deployed to multiple
physical and cloud locations allow an organization to
create a fault-tolerant, high-performance WAN network
on top of low-cost broadband lines by combining full
next-gen deep security inspection, smart policy-based
adaptive traffic management, and WAN optimization
technology into a single centrally manageable solution.
Besides improved fault tolerance against outages and
better WAN performance, the solution enables cost
optimization strategies when multiple carriers/ISPs are
combined to get the required bandwidth at an optimum
price. This section highlights of Barracuda CloudGen
Firewall's WAN reliability and performance technologies.

How much can you save on MPLS line costs
with Barracuda CloudGen Firewalls?

Visit and find out!

WAN Compression

All Barracuda CloudGen Firewalls include data
deduplication, and traffic compression. With
built-in WAN compression, Barracuda CloudGen
Firewalls significantly improve site-to-site WAN
network throughput and accelerate the delivery
of business applications - at no extra charge.

WAN compression is even included with Barracuda
CloudGen Firewall's virtual and cloud-based
deployment options, effectively enabling secure,
high-performance direct Internet breakouts to cloud-
hosted networks for every remote location.

For more details, please click here...

Failover and Link Balancing

Barracuda CloudGen Firewalls provide a wide range of
built-in uplink options such as leased lines, broadband
(DHCP DSL/cable, PPPoA, PPPoE, PPTP), and 3G/4G/
UMTS. Up to 24 uplinks can be combined in load
sharing or failover mode, eliminating the need to
purchase additional devices for link balancing.
Barracuda CloudGen Firewall’s unigue combination

of application awareness and traffic intelligence
mechanisms automatically prioritizes business-critical
applications, networks, and even distinct endpoints

in case overall remaining bandwidth is degraded.

Unlike typical firewall solutions, all uplinks can be
utilized to distribute VPN traffic, effectively enabling
extremely reliable site-to-site VPN connectivity with
only inexpensive broadband or even 4G uplinks.

===

uplinks

Dynamic Bandwidth Detection and
Performance-based Transport Selection

In order to achieve the highest possible quality
of service, all Barracuda CloudGen Firewall
models pro-actively measure the available VPN
bandwidths and - automatically - select the best
uplink for a VPN connection based on bandwidth,
latency, or combined quality metrics.

Adaptive Bandwidth Reservation

If a measured bandwidth is not sufficient for
business-critical traffic (e.qg., VoIP), Barracuda
CloudGen Firewalls can automatically adjust the
allocated bandwidths for non-business-critical
traffic to free up bandwidth for redistribution.


https://savings.barracuda.com/
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Adaptive Session Balancing

Using multiple transports simultaneously might end up in
some clogged transports and some hardly used ones. To
avoid this inconvenience, Barracuda CloudGen Firewalls
can dynamically balance not only newly created sessions
but also already existing ones across the available uplinks.

Traffic Replication

-specially for VoIP traffic it is highly sensitive to paket
0ss. Barracuda CloudGen Firewall mirrors VolP/Video
nackets and sends these across multiple uplinks
smiltaneously. At the destination, the packets are then
again combined to provide best voice and video quality.

On

-Demand Dynamic Mesh VPN

Barracuda CloudGen Firewall deployments in a
centrally managed WAN network create VPN tunnels
dynamically based on remote peer and application.

The
VPN
tele

For
like

typical use case for this technology is on-demand
tunnels between two branch offices for a VolIP
ohone call, thereby improving call quality.

nybrid networks hosted in public cloud infrastructures
Microsoft Azure, Amazon Web Services, or Google

Cloud Platform, this technology can easily be used

toe

app
glel

nable on-the-fly and direct access to cloud
ications from remote offices that otherwise do
need a permanent connection to the cloud.



Barracuda CloudGen Firewall incorporates advanced
client-to-site VPN capabilities, usin<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>